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l. Giéi thiéu

Dau ghi hinh KBVISION (NVR, DVR, XVR) déu hd trg tén mién mién phi .kbvision.tv dé khach hang c6 thé
quan ly tir xa (ngoai mang), dé lam duwoc diéu do, ban can phai mé port trén modem dé dau ghi cé thé
két nGi ra moi trwdng internet. Viéc 1am nay thudng duoc goi 1a NAT PORT.

Lwu y: chi nén m& cac port can dung (thuwdng 1a port HTTP va TCP), khdng mé toan bd. Ching tdi khéng
khuyén khich sir dung DMZ dé trdnh céc trudng hop bi tdn cdng mang.

1l. Ban cin chuan bi:

- Dau ghi hinh KBVISION d3 ké&t ndi mang &n dinh va déng ky thanh cong tén mién KBVISION mién
phi. (Dang ky trén dau ghi hinh)

- DiachiIP, Tai khodn, méat khiu va cac port cdn NAT cta dau ghi hinh.

- Diachi IP cla Modem, tai khodn va mat khiu ding nhap vao Modem, thudng 12 192.168.1.1 va
tai khoan/mat khau 1a: admin/admin, hodc ban cd thé lién hé nha mang dé dugc cung cap.

- M6t may tinh cé két ndi cung |&p mang dé ciu hinh.

lll. Cac buwéc thuc hién:

Budc 1: Kiém tra cac thong tin trén dau ghi hinh

Dung Config Tool trén mdy tinh dé tim dia chi IP ca dau ghi hinh. Hodc dang nhap truc tiép vao dau ghi
hinh dé kiém tra dia chi IP, port va dang ky tén mién cla d3au ghi.

Trong bai hudng dan nay, ching ta sé& thir NAT port cho dau ghi XVR (5 trong 1) cé dia chi 192.168.9.19
nhu hinh bén dudi.

Devices found L} search et
Al B IrC B sD B bDvr [Funinitialized
= nvr = others =] Initialized IPva =

[ wNo. status Type Model IP MAC Version Operate

Tl 1 Initialized DSS Dss 192.168.3.108 b4:36:63.00.3777 320 0006
(] 2  nitieizss | HOWR HCVR 19216616707 4cibr5yezde 321014 Q006
] 3 onitiaized | HOWR XR 192.168.9.19 14:a7 80675331 006
T1 4 Initislzeo PCHVR PCNVRV30 192 1682184 B42TIETOAT63 3000 00 G
] s  nitisizea | ipC IP Camera 192.168.16.18 b4:36:62:04:30:96 006
T & mbaeea | HOR HGVR 19216816905 4ci0oi7ammse  3210.00018 006
(] 7 nvaizes | HOWR X/R 192.168.16.103 3cefgcidciae 0066
] & misizes | pC IP Camera 19216813114 D436:300:0480  2400.0.30 006G
1 o  miieizss | HOWR HCVR 192 168.16.101 3cefB8c034003 321000018 006G
] 10 Inislizsg sD SDEAEB30V-HNI 1921621372 05080276245 24800007R (D O) &
] 1 nitieizss e IP Camera 192 16613116 baasex0iadot  2e0000050r (2 C) B
] 12 nitisizes | HOWR DVR 192.168.4.125 baace2034520 3218100z1021 (@ C) &
] 13 mbaeea | HOWR HGVR 19216816104 4ciipi7adeds  3210.00018 006
(1 14 nitesizes | HOWR DVR 192168.16.905  b4:3Ge3028aBc  3.210.0001.8 006
] 15 nitiaized | HOWR DVR 192.168.4.202 04:36:63:03.45.90 0006
@ Initialize 10> Modify 1P #import  @Export = Add il Delete




Tiép theo dung trinh duyét IE dé dang nhap vao dau ghi.
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Vao muc Setup -> Network dé kiém tra théng tin mang trong muc TCP/IP:

W http:/192.168.9.19/

i conFig

CAMERA TCPIIP
NETV

TCRIP

> CONNECTION

IP Version [1Pv4 v

MAC Address
> 3IGMAG

Mode (®) STATIC () DHCP
> DDNS

IP Address 192 168 = 9 19
> SYNC TIME

Subnet Mask 255 . 255 . 224 . 0
> EMAIL
> UPnP Default Gateway 192 168 5 1
> MULTICAST Preferred DNS § 8 8 8

> REGISTER Altemate DNS 38 8 4 4

> ALARM CENTER

MTU 1500

> P2p

EVENT Refresh
STORAGE

SYSTEM

Default

SECURITY



Kiém tra port. Ban nén d6i port mic dinh cla dau ghi thanh mot s khac dé dam bao tinh bao mat va
khong bi trung véi cac thiét bi khac trong mang, trong vi du nay, ching ta déi thanh 8181 va 8989.

W http://192.168.9.19/

i conFig

CONNECTION

Max Connection {0~128)

> TCPNP

| TCP Port 8989 k1025~65535]
> 3GMAG UDP Port 7888 (1025~65535)
> DDNS | HTTP Port 8181 l1~65535]
> SYNC TIME HTTPS Port 443 (1~65535) [_] Enable
> EMAIL RTSP Port 554 (1~65535)
o RTSP Format risp:ii<User Names:<P - @-<IP Address><Port-icamirealmonitor? 1&subtype=0

> MULTICAST channel: Channel, 1-8; subtype: Code-Siream Type, Main Stream 0, Sub Stream 1.

> REGISTER

Save Refresh | | Default

> ALARM CENTER ||

> P2P
EVENT
STORAGE
SYSTEM
SECURITY

Tiép theo ban dang ki mot tén mién cho dau ghi, khi dang ki thanh cdng, dong Internet Status sé bao
Connected mau trang. (Néu khdng thanh céng s& bdo Disconnected mau dd).

il hitp://192.168.9.19/
i conrg

DDNS

> TCPAP
> CONNECTION DDNS Type F(EVISION DDNS v

> GG

> SYNC TIME Internet Status

Domain Name tenmienthul _kbvision.tv

MAC Address 14-a7:8b:67 -5a 3

> EMAIL

> UPnP

> MULTICAST

> REGISTER

> ALARM CENTER

> p2p
EVENT
STORAGE
SYSTEM
SECURITY



Budc 2: Dang nhap vao Modem mang dé thuc hién mé port.

Trén thj trudng cé rat nhiéu loai Modem mang khac nhau, tly tirng loai ma cé thé cé tén khac nhau cho
viéc mé port nay (Vi du: NAT, Port Forwarding, Port Redirection, Virtual Server...).

Tén dang nhap va mat khau mac dinh cda tirng nha mang ciling khac nhau: thudng thi ching cé thé 1a:
admin-admin, root-admin, megavnn-megavnn, admin-12345, admin-SGHxxxxxx, admin-ZTEGCXXXXXX...
ban h3y hdi nha cung cdp mang dé biét chinh xac.

Trong vi du nay ching ta s mé port trén modem Draytek Vigor300B. Cac ban dung trinh duyét dé dang
nhap vao modem mang. Dién tén dang nhap va mat khau.

Dray Tok (AT

- Sau khi dang nhap vao Modem, ban tim dén muc NAT-port redirection.

Auto Logout : |SMin -

il e e

Online Status

e Vigor300B
Routing MWAN Lood Balencar
Firewall
L e seeenns, Device Information
o
_ UsarMamagemant ] S \igora008
B I | Hardwere
e T e
T Rewvision 7158
e Systam Time - 2018-02-08 13:20:47
System Maintenance System Up Time : 3 days 20:7:12
_ Dmgnostics
1Pwv4 1PvE
Profile Connection Description Up Time Mac
lan1 up 3 days 20:6:55 00-1d:aa:5d:c7:78
wan2 up VNPT 2 days 20018:22 00:1d:=a:5d.c7.7a
wan1 up Wiettal 3 days 20:68:27 00-1d:aa:5d:c7:78

wand up FET 0 days 12:18:258 00:1d:a8:5d:c7: 70



- Trong giao dién NAT, ban b4m Add dé thém mai 1 thiét bi can NAT.

- -’ FR S LY 'gor'

MNAT >> Port Redirection

s oot | Port Redirecton |

Online Status

LAN |Seamh ‘ W|Seamh "} ":

Routing Port Redirection M... WAN Profile Use IP Alias Protocol

NAT DVR_CTY3 One to One Al TCRIUDF
Port Redirection DWR_CTY4 One to Ona All TCRIUDP

Server Load Balance DWR_CTYS One to Ona All TCRIUDF

DMZ Host DWR_CTYE One to Ona All TCRIUDP

ALG DVR_CTYT One to Ona All TCRIUDF

Connection Timeout DWR_CTYE One to Ona All TCRIUDF
Firewall One to Cne All TCRIUDP
Objects Setting One to Cne All TCFIUDF
User Management One to Cne All TCR/UDP

lications One to One All TCPIUDP
Bardwidth Management One to One All TCRIUDP
USE Application One to Cne Al TCRIUDF
System Maintenance One to Cne Al TCRIUDF

Diagnostics One to One. Al TCR/UDP

Port Redirection -

Prafile : King2 Check Enable

Enable ¢ /
Port Redirection Mode : [One to Cne v | All
WAN Profile | v |/

Protocol : [TcPuDR lv|a— Chon TCP/UDP

Source IF : | |V|x|

One to One

Fublic Port - o 4—1 Dién port cua bau ghi

Private IF : 102.188.0.10 <] piéndiachilP cta bau ghi

Private Port - 8181
Fymrepem Dién lai port cta Dau ghi Profile Number Limit : 18
PLt.IicBgrt Private Port

8880 \ EEEE) | |

More Port- Bam Add dé thém dia
chi Port khéac, Ty tirng
modem ¢ hod tro.

Note -

1. In 'Range-to-Range(IP) Mode the Private IF End will be calculated automatically once the Public Port Start and Public Port End have been entered.

Bam Apply dé lvu

X
% Apply m Cancel




Budrc 3: Kiém tra lai

Céac ban cé thé dung cac trang kiém tra port nhu: ping.eu/port-chk, canyouseeme.org, tromcap.com... dé
check xem da NAT thanh cong chua.
Trong vi du nay, ching ta dung trang ping.eu/port-chk dé kiém tra.

Cac ban mé trang ping.eu/port-chk trén trinh duyét, BAm vao dong dia chi IP mau xanh, sau dé dién port
vira mé& va bdm Go. N&u hién OPEN mau xanh tirc ban d3 mé thanh céng, Néu hién CLOSE mau dé thi
tirc |a m& port that bai, ban hay l1am lai.

pingeu i

Your IP is 115.78.233.65

& Port check - Tests if TCP port is opened on speciﬁedlp/
IP address or host name: |115.78.233.65 | Port number: “

115.78.233.65:8989 port is open I

Cdac ban kiém tra vdi céc port khac tuwong tu nhu vay.

Your IP is 115.78.233.65

T~—

&3 Port check - Tests if TCP port is opened on specified IP

IP address or host name: |115.78.233.65 | Port number: |8181 — “

115.78.233.65:8181 port is npenl




Tiép theo cac ban gd tén mién d3 dang ky lGc ndy vao dé kiém tra.

Your IP is 14.169.204.173

3 Port check - Tests if TCP port is opened on specified [P

IP address or host name: |tenmienthu1.kbvision.t\f | Port number: 8181 “

| tenmienthul.kbvision.tv:8181 port is open I

Vay |3 xong. Bay gi® ban c6 thé dung tén mién va port vira m& dé quan ly dau ghi tir xa (ngoai mang)
bang dién thoai smartphone hodc may tinh.

e Wil http://tenmienthul kbvisionw. 8131 I - & || Search..
&l WEB SERVICE 3} Online Ping, Traceroute, DNS ... |

Erovs

User Name

7
Paseword Forgot Password?

Type TCP

® LAN () WAN
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Moi chi tiét, xin vui long lién hé Trung tam H6 tro K§ thuat KBVISION.
Hotline: 0932.685.888 - (028) 3973 3533

Email: info@qguestekvietnam.vn

Website: www.questekvietham.vn

Dia chi: 278 Liiy Ban Bich, phuong Hoa Thanh, quan Tan Phd, TPHCM.


mailto:info@questekvietnam.vn
http://www.questekvietnam.vn/

